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This Service Level Agreement (“SLA”) identifies and governs the
expected level of services from Baud Telecom Company ("Second
Party") to the Signing Interface Provider “SIP”/Service Consumer
(“First Party”).

The SLA will detail the mutual responsibilities for both parties that are
essential for the successful delivery of the Trusted Services.

Period of SLA:

This Service Level Agreement will commence on the date of signing of
the SIP/RKA Agreement or the Service Subscription Agreement by all
parties and will continue until the expiry of the said Agreements.

Purpose:

The purpose of Service Level Agreement (SLA) is to establish a
collaborative written agreement between both parties detailing the range
of central core support services available.

The goal is:

1. To Provide clear reference to service
accountability, roles and/or responsibilities.

2. Present a clear, concise and measurable description of service
provision to the First Party.

3. Match perceptions of expected service provision with service
support & delivery.

ownership,

Second Party Service Statement

Second Party will dedicate every effort to meet or exceed the terms of
the Service Level Agreement, and is committed to delivery of
exceptional service by:

1. Ensuring First Party satisfaction

2. Responding to requests for support within promised time
frames

3. Interacting with the First Party in a respectful and courteous

manner

Requesting feedback for opportunities for improvement

Continuously working to improve the quality of service

Regularly reviewing and monitoring established transactions

and success indicators.

ok

First Party Requirements

First Party responsibilities and requirements in support of this
Agreement include:

1. Payment for Trust Services
2. Reasonable availability of First Party representative when
resolving or investigating a service-related incident

Service Commitments

Second Party provides unified API to perform integrations for multiple
business process to achieve Trust Services Transformation. Claiming
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this Second Party offers:

1. Technical consultations on specific integration requirements; Bl Slalil
2. Assi§tance_ software dgve!opment kit to consume Trust eyl o dactall goadl cilibes dudis) S ga izl Ay Zaly U1 3l a0y
Services Signature Application programming interface (API) L U 3l oy g el o8 A8t e Ly el )yl i)

Service functionalities

Second Party is responsible for the issuing, management and support of el sums cldhise o s lhladal 1
Trusted Digital Certificates. Storage and provision of the service is from  zasl deus cliades Lmey & ly Juidd saclus Slimap pshi degame 2
Second Party’s appointed data center. (5l pugal
Service Details
. dousdl sty
Service e Aoasll illy
e emdha — Remote Signing 8539 (358 o ABglall Buad Il laladl meag Bylaly slase] e Jogame L 8,11
. . . . . .. S als wlgy call SBL 5800 da il gy doasd!
This service provides a combination of a digital Gl k] 52 cankl SBledll 3550 e
signature trust service, certificate services and a
L . EPRES]| Las
cryptographic time-stamp service. e
. . . . . . 2 5 2w ‘_n o ‘n
This service provides the First party with an online 222 0% gedsll —"sLinal EVNES PO
interface to allow users to securely generate keys
Service and certificates remotely, and perform remote et b, aderll Aatll Clods (e Bales Bansll s ybg3
L digital signatures on the cryptographic hash of a N T TR
ransac |on.- n. addition, it also provides a . S e Aty Jg¥l o)l Aessll sda sy
cryptographic time-stamp token to prove the
. . . K oy Slaliddly malall lauals Jo¥1 c8 bl Ledsiad
existence of electronic documents and transactions 2o 02 Salelly glall slael: ds¥l S B1 e cisog
prior to a certain point in time by recording their Alslaell paddll Gila (e dad oo Bead ) lagdsall duasis ol ot
e
digital fingerprint (timestamp) along with the date 929 LY addl gl eusdl oS5 Laal 85 el J) 280L0)
and time the transaction occurred. smad > e Sdme Gy Cadss Jid Buady Cblalaay 3l
. One-time-use keys and short-lived certificate service i o .
Service ) n i ) Sgu gy gl cuile J) Aued) ) (Ga3ll @iidl) Aasadl
with remote digital signature service and
Features o Alalall
cryptographic time-stamp
Service First party Lo tAéu\l‘ Spuad Slald sy Bulg 8yl auserud molie weles
Consumer s ) g uad e )l gl EPWES |
Deliver ..
v Restful Web Service over TLS ) U
Channel Jgdl Ll o
e
Service
Hours 24x7x365 TLS e cot¥l e Restful JsSgi9, dods Juawdl 3LS
Servi e Availability of 99.5% y G/ alebs
ervice .y . Ll / 593365 585 / L1 7 cagull §acli 24
Level e Transaction’s Response rate in 7 seconds for po2o02 Ll el S o)l
eve
90% of requests .
99.5% ,i93 @
St 40 %908 (198 7 IS Aalaeld Ll June .

Core Service Provided:
The following table is the list of core services that are under the scope
of this SLA. A brief description of the service is also provided.

Core Service Description Aol s 1 Sileusel!
Online Signature OSP which is the Second Party , API shall ) o ) _M i el
Provider (OSP) carry out due verification and checks for Aol st A8as] Gllas s 05 J) Ayl Sloailly 2l JUl gl e,
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Application the requests received by Signing
programming interface | Interface Provider.
(API1)

Second Party is providing integration
libraries which can help in consuming
the eSign Trust Service API.

Software development
kit

Service Exclusions

We do not cover as standard:
1. Bespoke methods development or integration
2. Optimization and tuning of First Party’s software

The Service Commitment and SLA does not apply to any unavailability

or API performance issues, suspension or termination caused by:

1. Uncontrollable Factors outside of Second Party’s direct and

reasonable control, including any force majeure event
2.  First Party software functionality and/or system

Support Objectives
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Description pe | Gblaal
Second Party Standard SLA, is the Incident gl
Support Level Management System. The support level is

a semi-automated system that escalates all pllas (2 GLI Ll e Bewliall Lokl Gytus Ablas) .
support Cases as follows: e daay Jl 4t allas ga meall Gstme ilusY ge Jolazl] e o
First level support call/tickets to s LeS el oo A0 s

Level 1 understand issues and answer query . e . ]
accordingly, guide First Party through e lly AT al Jg¥l il oo el P /sl
general user scenarios. Slagnluw e Jo¥l Il dzgs @ ey Sludrad] Tggiud!
Support level that requires EWRPRPEIRT

Level 2 troubleshooting and technical expert s 5 oDl el gyl ol el
involvement to evaluate First Party S 2 @R e e bt 265l
concern and do the needed fix ogllall ALY sy ly Jo¥ | 8 Il SLiw eupan] g

Level 3 support level that require immediate 90 el clans gl el Syiua 3siad!
action

Response: ERREIRN

Defining Priority Levels

Every service call/ticket received by Second Party is a priority. To
ensure the best service possible the Second Party has defined the

following priority levels based on impact and urgency.

Severity Description

Bgdo¥l byl wyuzs
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Aayog il A e 2Ly 21 Astodl lgiue dyumy S Bl al8 iSas Aas

Level An event where the Trust Services do not perform
substantially as described in the Service

and work to resolve reported Errors as follows:

Level Agreement. Second Party will assign a Priority

Response Time Resolution Time
Obijective Objective
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P1- 15 Minutes 30 Minutes S|

Urgent _ 43,55 30 43,5515 s Le-1 2 glsYl

Eg-ngh 30 Minutes 3 Hours 3 T e 2 lsH!

Medium 60 Minutes 6 hours alelw 6 44,5560 alawgio 3 Asdsdl
i il e e el 483120 Unddeia 4-2ugle¥l

P4-Low 120 minutes Based ~on technical @il pad! e ¢l aa8s Lndicia 4-4ugly

evaluation

«» Severity levels are assigned to incidents/ticket after an initial
root cause analysis. The resolution time for any support request

shall be based on the severity level assigned to the ticket

Restoration:

Second Party commits to certain service level objectives, particularly:

Restore Time Objective.

The Restore Time Objective (RTO) is the timeframe to fully restore a

given service from the time the failure is reported.
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Core

Service/Product

Service Option

RTO

24*7*360

30 Minutes

Resolution:

Support approach:

A dedicated support email "'support@emdha.sa’ is provided to First
Party to send issues via an email.

For an integration with Second Party APl without the use of assistance
software development kit, Second Party shall not be liable for

troubleshooting or providing resolution in such cases.

support is applicable only for Second Party software products and
solutions that have been delivered to First Party as part of agreed scope.

Business requests should be sent via email: contact@emdha.sa or

business@emdha.sa
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Support incident process

Client
emdha - Service Provider

Incident Registered

&

Client

Incident Reported
ade jdudl &aall

Support Initiation

emdha — Service Provider

Validate Incident

N . E—— Information
<) Jaud Gl claglaa o Giadl

——

:.\._;344’(.” ;‘)—?!

emdha - Service Provider

Incident

Acknowledgement
Gaally i ay)

emdha — Service Provider l'

Client

Incident
Processing
Giaalf dallaa

emdha — Service Provider l

Client

emdha — Service Provider

Incident
Resolution

uaall Jal Jua gl

l

as Al allal
Contact Contact details Jlai¥) Sk, Juasyl
Email: support@emdha.sa support@emdha.sa ;! Sl aeall (33 4
Support 011 466 3001 ;&
Team Tel : 011 466 3001 0569451990 :J! sall
Mob : 056 945 1990
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Escalation process:
Operations:
« The support will be available 24*7

Support Escalation

Escalation | Name & Title Contact details
Level of person
Naif AlShehri Email : nalshehri@emdha.sa
Level 1 S:;;aut;::rt Tel : 011 4663020
Mob : 050 020 1428
Manager
Yasser
Desouky Email: ydesouky@emdha.sa
Level 2 Production & | Tel : 011 4663004
Infrastructure | Mob : 055 993 6556
Manager
Mohamad Email: myoussef@emdha.sa
Level 3 Youssef
Tel : 011 4663010
Sales Director | Mob : 053 315 9159
Navaneetha
Gopala Email: nkrishnan@emdha.sa
Krishnan
Level 4 Tel : 011 4663003
General Mob : 055 668 8539
Manager

Second Party shall update contact details from time to time with
advance notice.
Fulfillment:

Service Uptime
Trust Service API guarantees to provide 99.5% uptime each calendar
month.

Service Availability

The availability means that the endpoint API is up and running and can
be called by external systems.
+«+ Second Party guarantees high service availability.
«+ Second Party reserves the right to disable the account in case
of 2 months debt.

Pass rate: the pass rate indicates the ratio of API calls the API
guarantees will succeed provided that the message is formatted
correctly and has sufficient data for the certificate generation.

Service Reliability

Transactions per time period: The amount of transactions per time
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period the API endpoints must be able to handle.
Transaction time: The end to end time it takes to receive a response to
the call.

Service Monitoring
Signing interface account on SIP portal will be provided to First Party
to monitor their transaction status

Assurance:

Service reporting and reviewing
First Party is eligible to monitor the distribution of service range and
receive annual reports when service review meetings is conducted.

Maintain ability to audit data

First Party has access to performance data and transactions to perform
your own auditing or "outsourcing governance™ using a service level
management solution.

= Portal is enabled for First Party to view the eSign transactions
= First Party can download all the request and response of the
eSign transactions happened with last 45 days.

Unsubscribe/Downgrade
To cease using the service or downgrade your current plan, First Party

must notify Second Party in advance (at least 30 calendar days before
the date of subscription/downgrade).
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GLOSSARY OF TERMS AND DEFINITIONS Sliyyailly Slallasal | 2eils

Term Definition padll e
emdha eSign CA operated by BTC, o) sl "elanl" Bial (Spe bidd ek
regulated by DGA for the issuance of N T DN NI oY
Digital Certificate and carrying out Mdbﬂyb@q%ewwmﬁﬂ ——
allied CA operations. emdha eSign CA Soleddl sy Lpolat¥ a8y Jorsg 2uedll AagSll
inine acts as an O'nl'ine Signgture Ffrovider Ll aBgtell (3,01 Gatiarll lilec dyaiy 2ued)ll EPRENPNTN
Signature (OSP) providing Online Signature . o . .
Provider (OSP) | Service. It will facilitate signatory’s pieS @bl audsdll Tsliaal’ s S5 o e gedsdl
key pair-generation, storing of key aboill Aeus adprl AW se auBenll cleasd OSP eyl
pairs_on hardvyar_e secgrity module and wlall 295 shtsa] s e Ll Jans LS el
creation of digital signature for the ) i
requested document 2edsll duassy ool Sl & malall 295 sty pdgel]
Siani An organization or an entity using Aelall A3 gl 03,])
igning . . . . :
Interface Online Signature service as part of ¢ 328 Y pe auBarll o> iiud &> of SLada Lais pdie
Provider their application to digitally sign the e ~f ' £
(SIP) content. E?<ample_s include B_ank_s, and s Alial Joddy . soazell (e Liad) auBgrll Liduidas oy adsdl
other public or private organizations. 553 2Ll 5 bl Ll g SIP i,
An agreement between Certificate
service provider and a customer. The chiai dsaally Sl ddl Reus pude on Ablas)

Service Level | SLA describes the service Sstas dlualy Rousdl pl Aedsll Gstus ABlas] | (Sstume 34hlas]
Agreement commitment, documents service level e e .
(SLA) targets  and  specifies  the Sl fo pate Slelyps sany SO 20 SA Reus)

responsibilities of the Certificate -Jeaally
service provider and the Customer. Hois poie Balill linhll nay Ay 05
Availabilit OSP API is available for customer as a o o -
Y registered SIP within emdha eSign CA. Lzl o pudeS duaall Aolis 2o e byl il
Service downtime being the number of pedorll "slaal" Biaiat Sp ) Jmas pudsdl
Downtime minutes in a year when our API is not e
available. :
means the unified API provided to you 0585 Leoie Aiwdl § @I sae g Boukll Cades 29aall ol
Service for API int_egration an_d additional Jaxi Y Ao lie pf Slagdall Ay Aea Cadgall sl
technical assistance provided on your
request. o @S0 8,850 Busgll lagdall ey Azly (G
the process of linking together 2Lyl auall sucbully claghall dxeyy Aaly EPRES |
different software applications and Sl e ol 5,500
Integration platforms_ via _emdha application - ] ]
programming interface for data 28 Slailly 2alzell Glimell Sligbs by dgles
exchange and coordinated Digital Joltd "elaa)” 4 Halsdl clighall dmey Zeals zodl
Trust functionality. o o
application programming interface et ) 25 o] iy ey il
which can be applied equally Lllady Lalamial oSay G ladall Zomayy Al Lmay A2y
Unified API effec_tively for integrqtion with Ailihe on WAt Ay clai pe geal el
multiple  technology independent
platforms. laadl | Unified sussll
Service Tracking _various t_ran§§cti0n metrics to API
Monitoring ensure hlgh_aval_lablllty and proper tms el AaLal) Dlelall i slan 23
service functionality. %o . ARG PV P
A measure of the effect of an incident, el agz oy Ale ales '
problem or change on business byl & il ol ASAL o Gl b bt
Impact processes. Impact is often based on T o
P how service levels will be affected. st 248 e oo Al 05K Lo Ll Jaall s
Impact and urgency are used to assign Aeul >
priority. Bodo¥l wyuzen) Jlraiadly ol (o S s
A category used to identify the relative S AT AT O S
Priority importance of an incident, problem or PRV SPIENES EWIREVV [NIESI PRSI ETE i
change. Priority is based on impact and Jlraral] Sytansy A e Boslo¥l Latad gl of 39
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urgency apd is used to identify 1 ALl 51 JlaeSll usllall 8581 paind] o akzis
required times for actions to be ) :
addressed. e dobadl) iy
Action taken to repair the root cause of V- PR JORES JPN PN NSO [FOYWR IS PR PRI
- - - - = - N lum
Resolution an incident or problem or to implement Al U sl i o asad
a workaround. Adell :
A measure of the time taken to Alilas o Adee JLSY Gpanadl cdsll LS
complgte an operation or transaction. L) 1 ol Sl yls] e s oo
Used in capacity management as a ) o ) )
. measure of IT infrastructure Sl dzllany Slaglall 2085 elaid Zpulaldl | Bylnradl by
Response Time . - .
performance and in incident of casldl (e 3l Gyazadl cdgll LuliaeS JUac¥ls
management as a measure of the time .
taken to answer the phone or to start =
diagnosis. o ALl ol Gl Adyituy o) w8l ubide .
A measure of how long it will be until Jaal e Ll T0ls mad il dlmasd

Urgency

an incident, problem or change has a
significant impact on the business.

***x**End of Service Level Agreement******

*kkkkk L&‘ 8 i* ‘um\ LLC".******

PUBLIC

Doc. ldentifier: POL-AGR-SLA-01

10/10




