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1. Definitions and Scope
1.1. emdha eSign CA

The term ‘emdha eSign CA' refers to the CA entity directly under
the BTC LICENSED CA, owned and operated by BTC, and is
approved by DGA to be part of the Saudi National Public Key
Infrastructure (PKI).

emdha eSign CA is responsible for:

1.1.1 Generation, issuance and distribution of subscriber
related trust service certificates and supporting services
certificates under the emdha eSign CA,

1.1.2 Revocation or/and suspension of subscriber related trust
service certificates and supporting services certificates;

1.1.3 Periodic publication of revocation information in the form
of CRL;

1.1.4 Provide certificate revocation information as a OCSP
responder

1.1.5 Renew or Re-key of Trust services and other supporting
services certificates;

1.1.6 Conduct regular certificate and internal security audits;

1.1.7 Assist in audits conducted by or on behalf of DGA and/or
Webtrust for CAs related audits; and

1.1.8 Performance of all aspects of the services, operations and
infrastructure related to emdha eSign CA.

1.2 -Trust Services

Trust Services are electronic services that consume digital
certificates to provide capabilities for -certificate-based
authentication, digital signatures, verification, validation
and/or preservation for electronic transactions. Trust
Services provide and/or enhance integrity, reliability and trust
in electronic transactions.

Below is a list of Trust services owned, managed and
provided by emdha to be used with the emdha eSign CA.

1.3 eSign Trust Service or Online Signature Service (eSign)

eSign Trust Service enables Signature Interface Providers (SIP)
to integrate their digital service platform with emdha eSign CA
and thereby facilitate remote online signature facility for their
applications, customers and end-users. It is responsible for:

1. Requesting and/or receiving validated subscriber Know
Your Customer (KYC) information from a Reliable KYC
Agency (RKA);
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2. Acting as a proxy for emdha eSign CA to receive and
process subscriber KYC information;

3. Receiving and processing data-hash to securely perform
subscriber signatures remotely;

4. Deleting the subscriber private keys at the end of every
signature session;

5. Verifying and validating subscriber’s digital signature
request or/and related information received from
authorized SIP,RKA and alike;

6. Securely retaining the evidence(s) for subscriber certificate
issuance and digital signature creation;

7. Digitally signing response(s) to SIPs; and

Complying to any additional steps either regulatory or otherwise,
deemed necessary to ensure or/and enhance the security of the eSign
Trust Service.

1.4 Time-Stamp Authority (TSA)

TSA service provides an RFC 3161 compliant digitally-signed
timestamp token whose signer vouches for the existence of the signed
document, transaction or content at a certain point in time by recording
their digitally signed fingerprint along with the date and time the
transaction occurred. This service asserts that the data and/or associated
secure hash existed at the specified time.

This service will be consumed by emdha’s own eSign service for time-
stamping transactions performed through the eSign service.

Time-stamping of transactions also allows for the transaction to be
considered valid beyond the expiration of the subscriber certificate.
The TSA shall use a reliable time source whose clock is synchronized
as per global best-practices. The TSA shall ensure time synchronization
is performed at least once every 24 hours and ensure time drift is within
1 second of UTC time.

For the purpose of this Subscriber agreement, emdha eSign CA and
TSA are considered to be a part of the eSign Trust Service.

1.5 Signing Interface Provider (SIP)

SIP is an organization or an entity using the eSign service(s) as part of
their application to digitally sign the content. Examples include
Government Departments, Banks and other public or private
organizations. SIPs shall be responsible for:

1) Complying with and completing the necessary obligations
stipulated by emdha eSign CA for on-boarding before they can
start using the eSign Trust Service;

2) Securely communicating with eSign Trust Service using
prescribed procedures mandated by emdha eSign CA.;

3) Receiving, validating and compiling transaction data/document(s)
and ensuring that hash(es) are created for accurate and complete
data prior to sending them to the eSign Trust Service;

4) Obtaining user-consent to permit eSign Trust Service to perform
digital signature remotely;

5) Verifying and ensuring the digitally signed-hash(es) received
from eSign Trust Service correspond to the respective
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data/document(s) hash(es) sent earlier by the SIP; sl

6) Verifying and validating emdha eSign CA’s digital signature(s) o . o - .
for every transaction received from eSign Trust Service; 2edsrll "eliasl” Baiad jSpe e solall (3,0 auBsall oo Gazmally pamd - (6

7) Verifying and validating subscriber signature before relying on or (bl adsnl] A5t Zaus (ya Aalias Alalae (ST 31
processing the transaction; AUlball Ll 4ule Szl 5 I s v ity pans (7

SIP asserts that they use eSign Trust Services and processes associated
with each transaction in accordance with the emdha eSign CA CP/CPS
and this SIP/RKA Agreement.

1.6 Reliable KYC Agency (RKA)

RKAI
to act

s an organization, other than BTC/emdha, listed in this document
as a KYC (Know Your Customer) provider for the purpose of

Online Signature Service (eSign Trust Service).

RKA is responsible for:

1)

2)

3)

4)

Subscriber’s verification and authentication before providing the
subscriber KYC information to emdha eSign CA. Such agency
shall ensure the verification steps of the signatory shall be the
same or higher than the verification steps required by emdha
eSign CA to verify for issuance of Digital Signature Certificate;
Digitally signing subscriber KYC information using the
prescribed certificate type before providing to the emdha eSign
CA. It will be the basis for creation of the subscriber certificate;
Obtaining user-consent and perform at least a 2-factor
authentication for each digital certificate/signature and key
generation/request before providing the digitally-signed KYC
information to emdha eSign CA or eSign trust service;

RKA asserts that they use eSign services and processes
associated with each transaction in accordance with the emdha
eSign CA CP/CPS and the RKA agreement.

Following are entities eligible to be RKA’s under this policy:
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SIP and RKA are allowed to be the same organization, as long as
both are authorized for each role.

1.7 Subscribers

Subscribers are individuals (end users/customers) or entities
(organizations) to whom certificates are issued and are legally bound
by a Subscriber Agreement or Terms of use.

1.8 Relying Parties

A Relying Party is the entity that relies on the validity of the binding
ofthe CA’s or subscriber’s identity to a public key. The Relying Party
is responsible for checking the validity of the certificate by examining
the appropriate certificate status information, using validation
services provided by the emdha eSign CA. A Relying Party’s right to
rely on a certificate issued under the emdha eSign CA CP/CPS,
requirements for reliance, and limitations thereon, are governed by
the terms of the emdha eSign CA CP/CPS and the Relying Party
Agreement, that are available at www.emdha.sa.

Relying Parties shall use and rely on a certificate that has been
issued under the emdha eSign CP/CPS if:

1) The certificate has been used for the purpose for which it has
been issued, as described in the emdha eSign CA CP/CPS, and
applicable Subscriber Agreement;

2) The Relying Party has verified the validity of the digital
certificate, using procedures described in the Relying Party
Agreement;

3) The Relying Party processes and understands certificate
extensions in accordance with RFC 5280;

4) The Relying Party has accepted and agreed to the Relying
Party Agreement at the time of relying on the certificate; it
shall be deemed to have done so by relying on the certificate;
and

5) The relying party accepts in totality, the certificate policy
applicable to the certificate, which can be identified by
reference of the certificate policy OID mentioned in the
certificate.

1.9 Application Sponsor

Application Sponsor shall serve as the representative of an Application
or Organization or SIP in order to register the application or
organization or SIP and/or RKA with the eSign service and/or emdha
eSign CA. Application Sponsor(s) shall be individual(s) authorized by
the SIP and/or RKA to represent, act and contract on behalf of the SIP
and/or RKA organization.

1.10 Know Your Customer (KYC)

KYC means the transfer of digitally-signed demographic data such as
Name, Address, Date of Birth, Gender, Mobile number, Email address,
photograph, Customer Record Number, CRN, CIF, Citizen ID or lgama
ID, etc. of an individual, collected and verified by RKA on successful
authentication of same individual.
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1.11 BTC LICENSED CA

The term ‘BTC LICENSED CA’ refers to the CA entity owned and
operated by BTC which is approved by DGA to join the Saudi National
PKI, directly under the DGA root CA. ‘emdha eSign CA’ join directly
under the BTC LICENSED CA.

2. Binding Agreement

Subscriber reads, agrees, represents and warrants to comply with the
terms of this Subscriber Agreement ("Agreement™) before applying for
a certificate or associated signature(s) performed using certificates
issued by emdha eSign CA.

Subscriber acknowledges and authorizes eSign Trust Service offered by
BTC/emdha to centrally/remotely generate cryptographic keys and
associated certificate on behalf of Subscriber, and may
centrally/remotely perform digital signature on behalf of subscriber in
accordance to the Subscriber Agreement and emdha eSign CA
Certificate Policy (CP) / Certification Practices Statement (CPS).

Subscriber agrees that participation in this transaction will mean
acceptance of this Agreement. Subscriber shall not participate in the
transaction in case he/she/them do not wish to accept and agree to this
Agreement.

The terms and conditions set forth herein (the “Agreement”) constitute
a final and binding agreement between the “Subscriber” and ‘BTC
Licensed CA’ and/or ‘emdha eSign CA’ and/or eSign Trust Service
with respect to any services related to the issuance and/or use of digital
certificate issued on the subscriber’s behalf by ‘emdha eSign CA’
and/or eSign Trust Service.

3. Subscriber Obligations

Subscriber is obligated to:

1) Attest to the truthfulness and accuracy of all information provided
in the Application;

2) Accept and agree, in totality, to the terms and conditions of this
Subscriber Agreement and the emdha eSign CA Certificate Policy
(CP)/Certification Practices Statement (CPS);

3) Provide accurate and complete information at all times to the RKA,;

4) Review and verify provided information for accuracy and
completeness;

5) Secure authentication and consent mechanisms for certificate
requests and take reasonable and necessary precautions to prevent
loss, disclosure, modification, or unauthorized use of the private
key. This includes password, hardware token, Mobile Phone for
OTP, or other activation data that is used to control access to the
Subscriber’s private key;

6) Subscriber is responsible to make all reasonable efforts to prevent
the compromise, loss, disclosure, modification or otherwise
unauthorized use of Subscriber resources from loss, theft, malware,
virus, trojans, spyware, rootkits, etc.

7) Use Subscriber Certificate only for its intended use;
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8) Notify the RKA and SIP in the event of any information in the
Certificate is, or becomes, incorrect or inaccurate;

9) Notify the CA/SIP in the event of a key compromise immediately
whenever the Subscriber has reason to believe that the Subscriber’s
private key has been accessed by another individual, or
compromised in any other manner;

10) Use the Subscriber Certificate in a manner that does not violate
applicable laws in the Kingdom of Saudi Arabia; and

11) Upon termination of Subscriber Agreement, immediately notify the
SIP to cease use of the Subscriber Certificate.

12) Subscriber accepts ‘emdha eSign CA” and ‘BTC Licensed CA’ and
‘eSign Trust Service’ provided by Baud Telecom Company (BTC)
/ emdha as trustworthy systems;
Subscriber accepts, consents, agrees and authorizes eSign Trust
Service to centrally/remotely generate cryptographic keys on
behalf of the user and use such keys to request for associated
certificates bound to the subscriber identity and for requesting and
generating signatures on behalf of the Subscriber. Subscriber
agrees that any use of such Subscriber keys and/or certificate to
sign or otherwise approve the contents of any electronic record or
message is attributable to Subscriber. Subscriber agrees to be
legally bound by the contents of any such electronic record or
message.

13)

4. Warranty

‘BTC Licensed CA’ and/or ‘emdha eSign CA’ hereby disclaims all
warranties including warranty on merchantability and /or fitness to a
particular purpose other than to the extent prohibited by law or
otherwise expressly provided in ‘BTC Licensed CA’ and/or ‘emdha
eSign CA’ CP/CPS.

‘BTC Licensed CA’ and/or ‘emdha eSign CA’, through its associated
components, seeks to provide digital certification services according
to international standards and best practices, using secure physical and
electronic installations.

‘BTC Licensed CA’ and/or ‘emdha eSign CA’ provides no warranty,
express, or implied, statutory or otherwise and disclaims any and all
liability for the success or failure of the deployment of the ‘BTC
Licensed CA’ and/or ‘emdha eSign CA’ or for the legal validity,
acceptance or any other type of recognition of its own certificates, any
digital signature backed by such certificates, and any
products/solutions/services provided by ‘BTC Licensed CA’ and/or
‘emdha eSign CA’. ‘BTC Licensed CA’ and/or ‘emdha eSign CA’
further disclaims any warranty of merchantability or fitness for a
particular purpose of the issued certificates, digital signatures and
products/solutions/services.

Services provided by eSign Trust Service to Subscribers are provided
on an “As is” and “As available” basis, and eSign Trust Service
expressly disclaims all other warranties relating to any Subscriber
Certificate or any related services provided by eSign Trust Service
including, but not limited to, any warranty of no infringement,
merchantability, or fitness for a particular purpose. eSign Trust Service
does not warrant that their certificates will be compatible of functional
with any software. Furthermore, you are hereby notified of the
possibility of compromise of a private key corresponding to a public
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key contained in a Subscriber Certificate, including theft, which may or
may not be detected, and of the possibility of use of a stolen or
compromised key to forge a digital signature to a document.

5. Indemnity and Limitation of Liability

This section applies to liability under contract (including breach of
warranty), tort (including negligence and/or strict liability), and any
other legal or equitable form of claim.

‘eSign Trust Service’ and/or ‘BTC Licensed CA’ and/or ‘emdha
eSign CA’ disclaims liability to the certificate beneficiaries or
Subscriber or relying parties or any other third-parties for any loss
suffered as a result of use or reliance on a certificate beyond those
specified in ‘BTC Licensed CA’ and/or ‘emdha eSign CA’ CP/CPS,
when such certificate has been issued and managed by ‘eSign Trust
Service’ and/or ‘BTC Licensed CA’ and/or ‘emdha eSign CA’ in
compliance with said CP/CPS. In any other case:
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3) Inaccuracies or misrepresentations contained within the
RKA records for the subscriber.

A Subscriber shall indemnify and hold the emdha eSign CA and eSign
Trust Service harmless against any damages and legal fees that arise
out of lawsuits, claims or actions by third parties who rely on or
otherwise use Subscriber’s Certificate, where such lawsuit, claim, or
action relates to a Subscriber's breach of its obligations outlined in
this Subscriber Agreement or the emdha eSign CA CP/CPS, a
Subscriber’s failure to protect its authentication material or devices,
or claims pertaining to content or other information or data supplied,
or required to be supplied, by Subscriber.

6. Use of Personal Information

Subscriber hereby authorizes eSign Trust Service and emdha eSign
CA to store all subscriber information submitted by the
Subscriber/SIP/RKA as part of the Application, and to release that
information, or some portion of that information, to a Relying Party
upon the successful validation of Subscriber’s Certificate by that
Relying Party. eSign Trust Service or emdha eSign CA shall not
disclose information related to the Subscriber, except under the
terms and conditions set forth in the emdha eSign CA CP / CPS,
Privacy policy, and otherwise as required by law. Each Relying
Party is obligated to enter into a Relying Party Agreement with
eSign Trust Service that limits the purposes for which a Relying
Party may use or disclose information obtained, to those purposes
that are authorized by the emdha eSign CA CP / CPS, subject to
the conditions and limitations set forth therein. eSign Trust Service
and Relying Parties must endeavor to:

(1) Ensure the confidentiality of personal data and business
records;

(2) Prevent the sale or transfer of the personal data and business
records; and

(3) Prevent the examination of or tampering with personal data
or business records other than for the purposes of
maintenance or security of the relevant information
processing system or data integrity.

7. Term

This Subscriber Agreement is effective upon acceptance of transaction
by subscriber and will terminate on the expiration date of the Subscriber
Certificate(s) issued under this Subscriber Agreement or the expiry of
the Time-Stamp Token applied to the signature transaction, whichever
is later.

8. Assignment

Subscriber shall not assign its rights or delegate its obligations under
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this Subscriber Agreement to any third party.
9. Termination

Subscriber shall not terminate the transaction with the eSign Trust
Service or emdha eSign CA. Requirement(s) to terminate the
transaction shall only be affected by informing the SIP through which
the transaction was performed.

10. Entire Agreement

This Agreement with all documents referred to herein shall constitute
the entire agreement between the Subscriber and ‘emdha eSign CA’
with respect to the Subscriber’s request, use and acceptance of
Subscriber keys and certificate. This Agreement shall supersede any
other existing agreements between the Subscriber and ‘emdha eSign
CA’, whether oral or written, with respect to the subject matter hereof.

11. Amendment and Waiver

eSign Trust Service reserves the right to amend this Agreement and
the ‘BTC Licensed CA’ and/or ‘emdha eSign CA’ CP/CPS at any
time without prior notice. All such amendments shall be made by
posting the amended CP/CPS or the amended Agreement to
https://www.emdha.sa. Any such amendment shall be effective as
of the date of posting to https://www.emdha.sa.

A waiver of any provision of this Agreement must be in writing,
designated as such, and signed by the party against whom
enforcement of that waiver is sought. The waiver by a party of a
breach of any provision of this Agreement shall not operate or be
construed as a waiver of any subsequent or other breach thereof.

12. Governing Law

This Subscriber Agreement shall be governed and construed in
accordance with the laws of Saudi Arabia.

13. Fiduciary Relationship

‘eSign Trust Service’ and/or ‘BTC Licensed CA’ and/or ‘emdha eSign
CA” is/are not the agent, fiduciary, trustee, or other representative of the
Subscriber. Subscriber does not have any authority to bind ‘eSign Trust
Service’ and/or ‘BTC Licensed CA’ and/or ‘emdha eSign CA’ by
contract or otherwise, to any obligation. Subscriber shall make no
representations to the contrary, either expressly, implicitly, by
appearance, or otherwise.

14. Severability

Should any provision, or portion of any provision, of this Agreement be
invalid or unenforceable for any reason, the validity or enforceability of
the remaining provisions, or of the other portions of the provision in
question shall not be affected thereby; provided, that such severance
shall have no material adverse effect on the terms of this Agreement,
and this Agreement shall be carried out as if any such invalid or
unenforceable provision or portion of any provision were not contained
herein.
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15. Dispute Resolution

Any controversy or claim arising out of or relating to this Agreement
shall be dealt with in accordance with the ‘BTC PKI Complaint and
Dispute Resolution Policy’ and is roughly outlined as follows:

15.1 Negotiation: BTC/emdha will use its best efforts to resolve a
complaint or dispute to the mutual satisfaction of the related
parties and the complainant;

15.2 If both parties have not reached a solution in the agreed time
frame, each party may give a written notice for Independent
Mediation to resolve the dispute;

15.3 If mediation is not successful, then the dispute will be submitted
to the competent courts of Riyadh, Saudi Arabia.

15.4 For government entities, the Independent Mediation is optional,
and the dispute can be submitted to the competent courts of
Riyadh, Saudi Arabia, if negotiations fail.

Subscriber agrees that any controversy, claim or dispute resolution
proceedings will be conducted only on an individual basis and not in a
class, consolidated, or representative action.

16. Force Majeure

No party shall be liable for any failure to perform its obligations in
connection with any communication or transaction, where such failure
results from any act of God, compliance with any law, regulation, order
or legal process to which such party is subject, or other cause beyond
such party's reasonable control (including, without limitation, any
mechanical, electronic or communications failure) which prevents such
Party from communicating under the terms of this agreement.

16. Survival

The following provisions in this agreement shall survive termination or
expiration of this Agreement for any reason: (Limitation of Liability),
(Term), (Assignment), (Termination), (Governing Law), (Fiduciary
Relationship), (Severability), (Dispute Resolution) and (Survival).

17. Notices

All notices, questions, and requests shall be in English and shall be sent
by email transmission to policy@emdha.sa. Notices to Relying Parties
shall be made by posting the notice on the Repository
https://www.emdha.sa and shall be deemed to be served upon the time
of posting.

18. Prevailing Language
If this version of the Agreement exists in any other language(s), the
English language version of this Agreement shall prevail, in case of any

conflict between the English version and the other language versions.

***x*End of eSign Subscriber Agreement***x**
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